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Amendments to the Claims: 

This listing of claims will replace all prior versions and listings of claims in the application: 

Listing of Claims: 

1-7. (canceled) 

8. (currently amended) A system for receiving data regarding usage of a utility product at a plurality 
of remote locations, wherein 

said system comprises a central computer system, a database accessed accessible by said 
central computer system, a plurality of meters, and a communication network connecting each meter 
within said plurality of meters with said central computer system , wherein the communication 
network enables each meter within the plurality of meters to transmit data to said central computer 
system, 

said database stores a plurality of data records, 

each data record in said plurality of data records includes including a meter identifier and a 
public cryptographic key of said meter, wherein the meter identifier identifies identifying a meter 
within said plurality of meters associated with said data record and a public cryptographic key of said 

each of said meters includes data storage storing a private cryptographic key of said meter 
and a microprocessor programmed to access said data storage, to encrypt a message with said private 
cryptographic key, and to transmit said message enciypted with said private cryptographic key, 
wherein said message includes an alphanumeric value together with a data value representing a 
measured usage of said utility product, over said communication network to said central computer 
system, wherein the message information encrypted with said private cryptographic key is decrypted 
with said public cryptographic key, and 

said central computer system includes a processor programmed to receive said message 
encrypted with said private cryptographic key, to decrypt with said public cryptographic key of said 
meter, said message encrypted with said private cryptographic key, forming a decrypted message, 
and to compare a version of said alphanumeric value from said decrypted message with an 
unencrypted version of said alphanumeric value[[.]] and 

said microprocessor in each meter in said plurality of meters is additionally programmed to 
generate an ordered sequence of values for use as each said alphanumeric value, and to transmit, on a 
periodic basis, to said central computer system, a next value from said ordered sequence of 
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alphanumeric values, in an unencrypted form and as combined with said value representing said 
measured usage of said utility product and encrypted with said private cryptographic key, and 

said processor within said central computer system is additionally programmed to receive 
said unencrypted form of said value in said ordered sequence of values as the unencrypted version of 
said alphanumeric value, to determine whether said alphanumeric value received [[as]] in said 
message is the next value follow[[s]1 ing , within said ordered sequence of values, a value previously 
most recently transmitted as said alphanumeric value from said meter, and to store data derived from 
said value representing a measured usage of said utility product within said data record including 
said meter identifier identifying said meter in response to determining that said decrypted message 
matches said unencrypted version of said message together with determining that said alphanumeric 
value is the next value follow[[s]1 ing said value previously most recently transmitted as said 
alphanumeric value from said meter. 

9. (previously presented) The system of claim 8, wherein said central computer system is 
additionally programmed to read said version of said alphanumeric value previously transmitted 
from said meter from said data record including said meter identifier identifying said meter and to 
write said alphanumeric value received [[as]] in said message to said data record including said 
meter identifier. 

10. (previously presented) The system of claim 8, wherein said central computer system is 
additionally programmed to receive a transmission over said communication network from an 
additional meter, to recognize a set up request code transmitted from said additional meter, to receive 
a meter identifier and a public cryptographic key from said additional meter, and to record said meter 
identifier and said public cryptographic key received from said additional meter in an additional data 
record within said database. 

11. (previously presented) The system of claim 8, additionally comprising a server computer 
having an interface for communicating over a computer network with at least one client computer 
and an interface for accessing said database, wherein said server computer is programmed to receive 
data from said client computer including a meter identifier stored in a data record within said 
database, and to write data received from said client computer to said data record within said 
database. 

12-13. (canceled) 
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14. (currently amended) A central computer system for receiving data regarding usage of a utility 
product at a plurality of remote locations, wherein said central computer system comprises: 

a database storing a plurality of data records, wherein each data record in said plurality of 
data records includes a meter identifier and a public cryptographic key of said meter, wherein the 
meter identifier identifies identifying a meter within a plurality of meters associated with said data 
record and a public cryptographic key of said meter ; and 

a processor programmed to receive a meter identifier and message encrypted with a private 
cryptographic key, wherein said message includes an alphanumeric value and a data value 
representing a measured usage of said utility product, transmitted over a communication network, to 
find a public cryptographic key within said data base in a data record storing said meter identifier, to 
decrypt, with said public cryptographic key of said meter, said message encrypted with said private 
cryptographic key, forming a decrypted message, and to compare a version of said alphanumeric 
value within said deciypted message with an unencrypted version of said alphanumeric value[[.]] i 

wherein said processor within said central computer system is additionally programmed to: 

receive an unencrypted form of said alphanumeric value, 

determine whether said alphanumeric value received is the next value followlTsll ing , within 
an ordered sequence of alphanumeric values, a value previously most recently transmitted as said 
alphanumeric value from a meter identified by said meter identifier within said message, and 

store data derived from said value representing a measured usage of said utility product 
within said data record including said meter identifier identifying said meter in response to 
determining that said alphanumeric value from said decrypted message matches said unencrypted 
version of said alphanumeric value together with determining that said alphanumeric value is the 
next value followlTslling said value previously most recently transmitted from said meter 

15. (original) The central computer system of claim 14, wherein said central computer system is 
additionally programmed to read said version of said alphanumeric value previously most recently 
transmitted from said meter from said data record including said meter identifier and to write said 
alphanumeric value received to said data record including said meter identifier. 

16-38. (canceled) 
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39. (currently amended) A method for receiving data regarding usage of a utility product from a 
meter in a remote location within a central computer and for storing said data, wherein said method 
comprises: 

a) receiving an encrypted message transmitted over a communication network from a meter, 
wherein said message includes an alphanumeric value and utility usage data; 

b) decrypting said message using a public cryptographic key of said meter stored within a 
database accessed accessible by said central computer, wherein said public cryptographic key 
decrypts information the message encrypted with [[said]] a private cryptographic key; and 

c) comparing said alphanumeric value in said message decrypted in step b) with an 
unencrypted version of said alphanumeric value, wherein 

said encrypted message is received in step a) as a portion of a transmission initiated by said 
meter, together with said unencrypted form of said alphanumeric value, and 
step c) is followed by following steps 1) through m): 

1) determining in said central computer system whether said alphanumeric value 
additionally transmitted in an unencrypted form in step d) is the next value follow[[s]1 ing an 
alphanumeric value additionally most recently transmitted by said meter in said 
predetermined sequence of alphanumeric values, and 

m) storing said utility usage data transmitted from said meter in step d) in response 
to a determination in step f) that said alphanumeric value from said message decrypted in 
step b) matches said unencrypted version of said alphanumeric value together with a 
determination in step o) that said alphanumeric value additionally transmitted in an 
unencrypted form in step d) is the next value follow[[s]1 ing an alphanumeric value 
additionally most recently transmitted by said meter in said predetermined sequence of 
alphanumeric values. 

40. (original) The method of claim 39, wherein 

step a) is preceded by following steps n) through o): 

n) receiving said public cryptographic key of said meter, along with an identifier of 
said meter, transmitted from said meter over said communication network; and 

o) writing said identifier of said meter and said public cryptographic key of said 
meter within a data record in said database accessed accessible by said central computer, and 
in step m) said utility usage data is stored, along with said alphanumeric value additionally 
transmitted by said meter in said data record in said database. 

41-50. (canceled) 

Page 5 of 10 



RPS920010143US1 



51. (currently amended) A computer readable medium having computer readable program code 
embodied therein causing a processor within a computer to perform a method for receiving data 
regarding usage of a utility product from a meter in a remote location within a central computer and 
for storing said data, wherein said method comprises: 

a) receiving an encrypted message transmitted over a communication network from a meter, 
wherein said message includes an alphanumeric value and utility usage data; 

b) decrypting said message using a public cryptographic key of said meter stored within a 
database accessed accessible by said central computer, wherein said public cryptographic key 
decrypts information the message encrypted with [[said]] a private cryptographic key; and 

c) comparing said alphanumeric value in said message decrypted in step b) with an 
unencrypted version of said alphanumeric value, wherein 

said encrypted message is received in step a) as a portion of a transmission initiated by said 
meter, together with said unenciypted form of said alphanumeric value, and 
step c) is followed by following steps 1) through m): 

1) determining in said central computer system whether said alphanumeric value 
additionally transmitted in an unencrypted form in step d) is the next value follow[[s]]ing an 
alphanumeric value additionally most recently transmitted by said meter in said 
predetermined sequence of alphanumeric values, and 

m) storing said utility usage data transmitted from said meter in step d) in response 
to a determination in step f) that said alphanumeric value from said message decrypted in 
step b) matches said unencrypted version of said alphanumeric value together with a 
determination in step o) that said alphanumeric value additionally transmitted in an 
unencrypted form in step d) is the next value follow[[s]]ing an alphanumeric value 
additionally most recently transmitted by said meter in said predetermined sequence of 
alphanumeric values. 

52. (original) The computer readable medium of claim 51, wherein 

step a) is preceded by following steps n) through o): 

n) receiving said public cryptographic key of said meter, along with an identifier of 
said meter, transmitted from said meter over said communication network; and 

o) writing said identifier of said meter and said public cryptographic key of said 
meter within a data record in said database accessed accessible by said central computer, and 
in step m) said utility usage data is stored, along with said alphanumeric value additionally 
transmitted by said meter in said data record in said database. 

53-64. (canceled) 
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